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Sie konnen...

Host A Host B

Wireshark
Literatur und
Software

Wireshark Wireshark

Capturing , Pakete im Detail

« Beschreiben, wie Sie Pakete aufzeichnen wirden Mit Hilfe von Wiresharkk ein als

« Technologische Voraussetzungen benennen Hexwert aufgezeichnetes Paket

« Vor- und Nachteile von Hubbing, Tapping und Port dekodieren und die enthaltenen
Mirroring erklaren Adressen benennen

« fur einen gegebenen Fall Vorschlage unterbreiten, <+ Dekodieren, ob es sich um ein

welches Verfahren Sie anwenden wirden IPv4 oder IPv6-Paket handelt
« Angeben, ob es sich um ein

fragmentiertes Paket handelt
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BlUcherdaten be1’inden sich in OPAL unter

Wireshark
Tutorials For
Network
Administrators

W‘ireshark

O

Nogerwdra Kuemar Nainar, Yogesh Ramdoss.
Yoram Ovzach

Network Analysis
Using Wireshark 2

Cookbook

Wireshark

finfGhrung in dic & e

Wireshark

Wireshark
Fundamentals

James H Baxter, Yoram Orzach. |1 o~
ishra

. Wireshark’
Wireshark Re w kb as k
Essential Skill@

IT Profession

> i
WIRESHARK [t
FOR SECURITY PROFESSIONALS ) ;
prefeey WiLEY F‘HEPE[‘U:

Wireshark Capturing
O O O O

Attacking
Network Protocols

A Hfackar's Goide to Capture,
Analysis, and Exploitation

., "f“.@
 PRISE EN MAIN
’i___”FACILE
_;_WireShzgrk

Wireshark®

Certified Network Analyst”
Official Exam
Prep Guide

Wireshark Paketdarstellung

101LABS

Wireshark WCNA

LEARN « BY « DOING

« Pat browmrg +

O O

Network Analysis Using Wireshark
Cookbook

T

Netzwerkprotokolle aufzeichnen,
darstellen und analysieren
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Bucherdaten in OPAL
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Startseite

James H Baxter, Yoram Orzach,
Charit Mishra

Lehren & Lernen

Wireshark Revealed:
Essential Skill@ for
IT Professionais 4

AV-Netzwerke
Learning Path
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€ 00: Einfihrung
Ca Peer-to-Peer-Hilfeforum
Ca Vorschlage fur Prifungsfragen
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v nitzliche Literatur
4 £ 01: Tone und Digitalisierung
I Vorbereitung: Musikstlck/Li¢
€ 03 Grundlagen Netzwerktechnik
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Netrwerkprotokolle aufzeichnen,
darstellen und analysicren

& Rheinwerk

Kursangebote
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‘ Suche Q 2 BennyPlatte |~ || @~ || B
X
AV-Netzwerke
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Wi rEShark SEtUp Switched Network

Port 1: 00:80:77:31:10:01

Port 16: 00:80:77:31:10:16
192.168.188.2

Shared Network (fruher, WLAN) Y ——
.Jjeder hort alles” . :

> é
1 Gbit/s b 7_ N 400

00:0a:95:d1:88:b

c 1 Gbit/s
192.168.188.41 ﬁ 00:80:77:31:b6:4
00:0a:95:d1:52:3 5

192.168.188.74

0
192.168.188.83

Host A Host B
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Wireshark Aufzeichnung an switched networ

Vorb

S _ Switeh Hub Switch ﬂ Switch S

Host A ' Host B H : :
A L d B
Host B
A

] Host A 1 t Host B Host A
r T T

”
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Wireshark Aufzeichnung , tapped”
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Switch
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,Media Conversion TAP"
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Wireshark Paketdarstellung
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Switch

Host A

43[4 4 ofl oy

@

Wireshark DPI
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Managed Switch: Port Mirroring

Switch with port mirroring

rewen K

Analysis Port Nede D

Monitored
(Mirrored) Port

Node A Node B Node C

Wireshark Paketdarstellung
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Managed Switch: Port Mirroring

LINKSYS

Linksys Smart Gigabit Switches

26-Port Business Smart

18-Port Business Smart
Switch (LGS326)

8-Port Business Smart
Gigabit Switch (LGS318)

Gigabit Switch (LGS308)

Designed for i las: t, security,
speed, and quality of service, Linksys smart Gigabit
Switches provide a network your business can grow on.

Key Features

. 8, 18, or 26 Gigabit Ethemet ports
. Easy configuration and management

Quality of Service (Q0S)

Numerous QS features ensure that trafic is priortized properly to deliver the best possible
user experience for real-ime appiications ke v0ice ‘and video along with bandwidth-
itonaive graphiciideo file uploads and downioads. |GMP snooping limits 1P multicast traffic
o the ports that requested i, enabiing the fest of the network to operate at peak efficiency.

. Proven performance and refiability

- Energy efficient

- Network security

+ P telephony support

- 1Pv6 support

. Limited lifetime warranty

Network Security

Unauthorized access o the network and mission-criical data s a constant concern. Linksys
<mart switches help secure networks through port authentication and MAC-based port
Socurty, requiring cients o authenticate themselves ‘before any data is passed. Advanced
DHCP snooping and IP-MAC binding functions ensure ‘network integrity and help prevent
network attacks.

Network Expansion

Linksys smart swilches incluge features for Quickly expanding and growing your network.
Maliple high-bandwidth trunks between swiches, ‘enhance availabilty and redundancy.
‘Spanning Tree Protocol (STP) and Storm Control features help control planned of
mivertent cable loops, 50 you can confidently build 3 ‘mesh of switches and quickly expand
your netvork to Support your growing workiorce

Wireshark Capturin

NETGEAR

BUSINESS

Data Sheet

Gigabit Ethernet Plus Switches

Control and Configure Beyond
Plug-and-Play Connectivity

O

Wireshark Paketdarstellun
g
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Cisco SG350-10p

Also shown:
n:Internet Service from Cisco R
o RV340

Guide Versio,
n:
0.993, November 2020

s "
G350 Firmware Version: 240 94
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Wireshark Capturing

Wireshark Paketanalyse

TYPES OF COMPUTER PROBLEMS
BY HOL MUCH DEBUGGING THEM MAKES YOUR BRAIN STOP WORKING

NONE SOME A or -

r J 15 | | 1 T I I ¥ TR ' I | e

NETWORKING
PROBLEMS

BEFORE NOON, ODD-NUMBERED
PACKETS WERE LAGGY, BUT AFTER
NOON, EVENV-NUMBERED ONES ARE!
IT'S THE OPFPSITE OF YESTERDAY!

ARE YOU SURE YOURE OKAY?

I FINE AND I BELIEVE K
IN GHOSTS NOW! .

N |

Eﬁ Ry

Wireshark Paketdarstellung

o O O O

Benny Platte
Fakultat Medien
AV-Netzwerke - 04

 Vorb_



Themen, Einstieg Wireshark Capturing Wireshark Paketdarstellung

[ [ [ [ [ [ [ [ [ [ [ [ [ [ O O
Wireshark Paketanalyse

[ NON ] M 2 UDP-Pakete.pcapng

N = RS =}

Am i@ BNREO Qes»s=EFg & |, = @ @  TF

[I‘Applyadisp!ayfilter . <3[> v] +

No. Time Source Destination Protocol Lengtt Info

1 0.000000000 141.55.140.150 239.255.55.91 uppP 147 61471 - 4321 Len=105
[ 2 0.000333000 141.55.140.150 239.255.55.91 upP 147 61471 - 4321 Len=105

Frame 1: 147 bytes on wire (1176 bits), 147 bytes captured (1176 bits) on interface Allegro interface 2, id 1
Ethernet II, Src: Audinate_04:51:82 (00:1d:c1:04:51:82), Dst: IPv4mcast_7f:37:5b (01:00:5e:7f:37:5b)
Destination: IPv4mcast_7f:37:5b (01:00:5e:7f:37:5b)
Source: Audinate_04:51:82 (00:1d:c1:04:51:82)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: 141.55.140.150, Dst: 239.255.55.91
User Datagram Protocol, Src Port: 61471, Dst Port: 4321
Source Port: 61471
Destination Port: 4321
Length: 113 |3
Checksum: 0x0000 [zero-value ignored]
[Stream index: @]
[Timestamps]
UDP payload (105 bytes)
Data (105 bytes)

0000 @1 00 5e 7f 37 5b 0@ 1d cl1 04 51 82 @8 00 45 b8 -~ 7[EEE8Q- - -E:
0010 00 85 90 00 40 00 20 11 18 88 8d 37 8c 96 ef ff IEREY - BRI SO
0020 37 5b fo 1f 10 el 00 71 ©0 00 02 00 90 eb 2b @0 7[ - - q e +-
0030 00 Ob 94 10 b7 68 13 1d b3 09 17 fl 0c 43 ed @0 - - hee coven C:
0040 2d bf @7 53 ee fb a4 e8 04 71 4a fe 5¢c b® 05 8¢c ~-=--S---+ -qJ-\"-"
0050 fd @6 f7 2e O0c 02 23 11 54 28 12 87 1b 15 ed Qe cecrar ol T(reeors
0060 13 8a 66 Oe ed el @e 47 18 00 4f e2 04 76 52 f4 c«f--G -:0--VR-
0070 95 67 fa ba 3a f3 28 85 f7 95 62 fb af 45 fd 1b ‘g+-:+(+ ++b--E:
0080 52 @6 5c db @6 1a fb @a ac 82 @a 90 73 07 bb @c  R-\- - “ivegian
0090 07 el 8c v

Benny Platte
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0000 01 00 5e 7f 37 5b 00 1d cl1 04 51 82 08 00 45 bS8
0010 00 85 00 00 40 00 20 11 18 88 8d 37 8c 96 ef ff
0020 37 5b f0 1f 10 el 00 71 00 00 02 00 90 eb 2b 00
0030 0 O0b 04 10 b7 68 13 1d b3 09 17 f1 Oc 43 ed 00
0040 2d bf 07 53 ee fb a4 e8 04 71 4a fe 5c bO 05 8c
0050 fd 06 f7 2e 0c 02 23 11 54 28 12 87 1b 15 ed Qe
0060 13 8a 66 Qe ed el Qe 47 18 00 4f e2 04 76 52 f4
0070 95 67 fa ba 3a f3 28 85 f7 95 62 fb af 45 fd 1b
0080 52 06 5c db 06 1a fb ©a ac 82 ©a 90 73 07 bb Oc
0090 07 el 8c




